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Vulnerability Summary

Critical High Medium Total

600 1052 1083 104 2840

Affected Endpoints: 5

Critical & High Severity CVEs

CVEID Severity Score Hosts Description

CVE-2026-0881 CRITICAL 10.0 1 Sandbox escape in the Messaging System component. This vulnerability affects
Fir...

CVE-2025-2857 CRITICAL 10.0 1 Following the recent Chrome sandbox escape (CVE-2025-2783), various
Firefox deve...

CVE-2021-4140 CRITICAL 10.0 1 It was possible to construct specific XSLT markup that would be able to bypass
a..

CVE-2021-38503 CRITICAL 10.0 1 The iframe sandbox rules were not correctly applied to XSLT stylesheets,
allowin...

CVE-2019-25136 CRITICAL 10.0 1 A compromised child process could have injected XBL Bindings into privileged
CSS...

CVE-2019-11708 CRITICAL 10.0 1 Insufficient vetting of parameters passed with the Prompt:Open IPC message
betwe...

CVE-2018-18505 CRITICAL 10.0 1 An earlier fix for an Inter-process Communication (IPC) vulnerability,
CVE-2011-...

CVE-2016-1931 CRITICAL 10.0 1 Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox be...

CVE-2015-7221 CRITICAL 10.0 1 Buffer overflow in the nsDeque::GrowCapacity function in xpcom/glue/
nsDeque.cpp ...

CVE-2015-7220 CRITICAL 10.0 1 Buffer overflow in the XDRBuffer::grow function in js/src/vm/Xdr.cpp in
Mozilla ...

CVE-2015-7205 CRITICAL 10.0 1 Integer underflow in the RTPReceiverVideo::ParseRtpPacket function in Mozilla
Fi...

CVE-2015-7203 CRITICAL 10.0 1 Buffer overflow in the DirectWriteFontInfo::LoadFontFamilyData function in
gfx/t...

CVE-2015-7202 CRITICAL 10.0 1 Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox be...

CVE-2015-7201 CRITICAL 10.0 1 Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox be...

CVE-2015-4486 CRITICAL 10.0 1 The decrease_ref_count function in libvpx in Mozilla Firefox before 40.0 and
Fir...

CVE-2015-4485 CRITICAL 10.0 1 Heap-based buffer overflow in the resize_context_buffers function in libvpx in
M...

CVE-2015-4479 CRITICAL 10.0 1 Multiple integer overflows in libstagefright in Mozilla Firefox before 40.0 and ...

CVE-2015-4477 CRITICAL 10.0 1 Use-after-free vulnerability in the MediaStream playback feature in Mozilla
Fire...

CVE-2015-4474 CRITICAL 10.0 1 Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox be...

CVE-2015-4473 CRITICAL 10.0 1 Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox be...

Most Affected Endpoints
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Endpoint (0} Severity Score Total Critical
CVEs
inbridge-ubt-24 LINUX CRITICAL 10.0 2336 581
in-bridge-40 LINUX CRITICAL 9.8 396 15
DESKTOP-FNUMV3U WINDOWS CRITICAL 9.8 200 10
inbridge-42 LINUX CRITICAL 9.8 148 6
BOOK-ROBE6S1INC3 WINDOWS CRITICAL 9.9 25 1
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